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SUMMARY 
 

Building on an increasingly sophisticated understanding of naturally occurring biological 
processes, researchers have developed technologies to predictably modify or create organisms or 
biological components. This research, known collectively as synthetic biology, is being pursued for a 
variety of purposes, from reducing the burden of disease to improving agricultural yields to remediating 
pollution. While synthetic biology is being pursued primarily for beneficial and legitimate purposes, it is 
possible to imagine malicious uses that could threaten human health or military readiness and 
performance. Making informed decisions about how to address such concerns requires a comprehensive, 
realistic assessment. To this end, the U.S. Department of Defense, working with other agencies involved 
in biodefense, asked the National Academies of Sciences, Engineering, and Medicine to develop a 
framework to guide an assessment of the security concerns related to advances in synthetic biology, to 
assess the level of concern warranted for various advances and identify areas of vulnerability, and to 
prioritize options to address these vulnerabilities. 

This interim report proposes a framework for identifying and prioritizing potential areas of 
concern associated with synthetic biology—a tool to aid the consideration of concerns related to 
synthetic biology. The framework describes categories of synthetic biology technologies and 
applications—such as genome editing, directed evolution, and automated biological design—and 
provides a set of initial questions to guide the assessment of concern related to these technologies and 
applications. These include questions about the technologies themselves, questions about potential actor 
use, and questions about the ability to create a weapon. The framework also outlines factors to assess 
capability for mitigation. In its final report, the committee will refine the framework as needed and use 
the parameters outlined to provide the U.S. Department of Defense with a detailed assessment of the 
concerns presented by these technologies and applications, as well as options for mitigation.  
 

INTRODUCTION 
 

Scientific advances over the past several decades have rapidly accelerated the ability to engineer 
existing living organisms and potentially create novel ones not found in nature. Technologies to modify 
or create organisms or biological components—activities known collectively as synthetic biology—are 
being pursued for a variety of purposes, from reducing the burden of disease to improving agricultural 
yields to remediating pollution (see Box 1). These technologies are being developed and refined by 
researchers in universities, governments, and industry in the United States and around the globe. While 
biotechnology is being pursued primarily for beneficial and legitimate purposes, there are potential uses 
that are detrimental to humans, other species, and ecosystems. In order to inform investments to mitigate 
the threats, those responsible for protecting the security of nations must consider how these emerging 
technologies might be used in acts of warfare or terrorism, the intent and capability of adversaries to 
effect such uses, and the potential impacts of such attacks.   

Statements and reports issued over the past several years have come to different conclusions 
regarding the national security threats posed by emerging biotechnologies and the level of concern that 
is warranted. Former Director of National Intelligence James Clapper, in his annual threat assessment to 
Congress, grouped concerns about genome editing, an example of synthetic biology technology, under 
discussion of weapons of mass destruction (Clapper 2016). Reports of federal government advisory 
committees, such as the report produced by the President’s Council of Advisors on Science and 
Technology in November 2016 on “Action Needed to Protect against Biological Attack” (PCAST 2016) 

A Proposed Framework for Identifying Potential Biodefense Vulnerabilities Posed by Synthetic Biology: Interim Report

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/24832


 

 
2 

PREPUBLICATION COPY: UNCORRECTED PROOFS 
 
 

and a report produced by the JASON advisory group in 2016 on potential implications of CRISPR and 
other technologies on U.S. national security (Breaker 2017), similarly identify that biotechnology 
presents a new and significant threat. However, bioweapons are not a new phenomenon, and others have 
countered that, although advances in synthetic biology may add to the biological weapons landscape, 
these developments do not fundamentally change the landscape or warrant special action to address 
concerns (Vogel 2013; Jefferson et al. 2014). That argument is based on the notion that using natural 
pathogens to cause harm may be easier and just as effective as using synthetic biology to create 
bioweapons, so synthetic biology does not change the level of concern, at least not yet (A. Paul 
interview with K. Vogel, February 24, 2006, New York as cited in Vogel 2012; Jefferson et al. 2014). 
 
 

BOX 1: Benefits of Synthetic Biology 
 

The field of synthetic biology opens tremendous possibilities for the application of biotechnology 
to improve human well-being, as well as the health of animals, plants, and the environment. Such 
applications hold substantial economic potential. For example, annual U.S. revenues from 
genetically engineered plants and microbes are estimated to exceed $300 billion, and industrial 
biotechnology (the use of biological components to generate industrial products) is estimated to 
account for more than $115 billion in annual U.S. revenues. New applications for biotechnology, 
particularly those driven by innovation in synthetic biology, are expected to further grow the size and 
reach of the bioeconomy (White House 2012).  

Often looked to as a means of producing products that would otherwise be difficult to obtain, 
synthetic biology has already led to new ways of producing pharmaceuticals including opioids and 
the anti-malarial drug artemisinin. There are significant ongoing efforts to engineer microorganisms 
to produce fuels, act as detection devices, and clean up toxic spills. Synthetic biology is also seen 
as a potential means to grow organs for transplant, manipulate the microbiome, and even produce 
cosmetics. In addition to such application-driven goals, synthetic biology is also advancing the reach 
and role of science in society by inspiring more people to engage in biological experimentation, such 
as through the International Genetically Engineered Machine (iGEM) competition or by engaging 
with community laboratories. This broad array of applications and implications suggests that the 
potential benefits of synthetic biology are limited only by human creativity and imagination. 

 
While it is possible to imagine numerous types of malicious uses that could be achieved with 

synthetic biology, making informed decisions about whether and how to mitigate these potential uses 
requires a comprehensive, realistic assessment of the security concerns this technology creates. To that 
end, the U.S. Department of Defense, working with other agencies involved in biodefense, asked the 
National Academies to develop a framework to guide an assessment of the security concerns related to 
advances in synthetic biology, to assess the level of concern warranted for various advances and identify 
areas of vulnerability, and to prioritize options to address these vulnerabilities. The committee’s 
Statement of Task is presented in Box 2. 
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BOX 2: Statement of Task 
 

To assist the U.S. Department of Defense's Chemical and Biological Defense Program (CBDP), 
the National Academies of Sciences, Engineering, and Medicine will appoint an ad hoc committee to 
address the changing nature of the biodefense threat in the age of synthetic biology. Specifically, 
the focus of the study will be the manipulation of biological functions, systems, or microorganisms 
resulting in the production of disease-causing agents or toxins. The study will be conducted in two 
primary phases. Initially, the committee will develop a strategic framework to guide an assessment 
of the potential security vulnerabilities related to advances in biology and biotechnology, with a 
particular emphasis on synthetic biology. 

The framework will focus on how to address the following three questions: What are the possible 
security concerns with regard to synthetic biology that are on the horizon? What are the time frames 
of development of these concerns? What are our options for mitigating these potential concerns? 
The committee will publish a brief interim, public report outlining the developed framework. This 
framework will not be a threat assessment, but rather, will focus on ways to identify scientific 
developments to enable opportunities that have the potential to mitigate threats posed by synthetic 
biology in the near-, mid-, and long-term, with the specific time frames defined by the committee. 
The framework will lay out how best to consider the trajectory of scientific advances, identify 
potential areas of vulnerability, and predict promising mitigation opportunities.  

In Phase 2 of the study, the committee will use the outlined strategic framework to generate an 
assessment of vulnerabilities posed by synthetic biology. Inputs to this assessment may include 
information about the current threat, current program priorities and research, and an evaluation of 
the current landscape of science and technology. Conclusions and recommendations will include a 
list and description of vulnerabilities posed by synthetic biology and prioritized options to address 
them. 

 
THE COMMITTEE’S PROCESS 

 
To carry out its charge, the National Academies appointed a committee of experts. Members 

provide the perspectives of academia, industry, government, and the nonprofit sector and have 
experience in synthetic biology, biosafety, microbiology, public health, bioinformatics, and risk 
assessment. In Phase 1 of the study, the committee met two times in person, held two webinars featuring 
three speakers, and convened many times via phone to gather information, understand the needs of the 
relevant federal agencies, and develop a framework to guide the study’s second phase.  

The committee began by reviewing existing frameworks related to biodefense and to synthetic 
biology, as well as previous assessments and other work related to synthetic biology and other 
biotechnology threats (NRC 2004; IOM/NRC 2006; IAC/IAP 2012; Tucker 2012; U.S. Government 
2012, 2014; HHS 2013; Cummings and Kuzma 2017; DiEuliis and Giordano 2017). The committee then 
defined what type of framework would best guide an assessment of concerns related to synthetic 
biology, identified major categories of relevant technologies and applications to assess, and refined the 
factors to include in the assessment. The framework presented in this interim (Phase 1) report is the 
outcome of those deliberations.  

In Phase 2 of the study, the committee will solicit comments on the framework from the 
synthetic biology research community and other relevant stakeholders. After refining the framework as 
needed, the committee will gather additional data during open committee sessions and assess each factor 
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as it applies to the technologies and applications under consideration. The outcome of the study’s second 
phase will be an assessment of the concerns related to synthetic biology with recommendations on how 
the U.S. Department of Defense might address areas of greatest concern. 

The committee did not leverage classified information that others have created in their 
consideration of related questions. Classified information was not included in the committee’s 
deliberations; the resulting report is not classified and can be shared publicly. This facilitates the 
involvement of the wider community of synthetic biology subject-matter experts in the discussions that 
ensue during the committee’s deliberations and after the committee’s reports are produced.  
 

STUDY SCOPE AND DEFINITIONS 
 

The study’s sponsor is the U.S. Department of Defense’s Chemical and Biological Defense 
Program, a program focused largely on protecting the warfighter against chemical and biological threats. 
However, the committee’s work is not solely focused on the warfighter. In order to aid decision making 
in agencies across the biodefense enterprise, including the U.S. Department of Homeland Security, the 
U.S. Department of Health and Human Services’ Office of the Assistant Secretary for Preparedness and 
Response, the intelligence community, and other agencies, the U.S. Department of Defense asked the 
committee to consider potential concerns that are relevant to all U.S. citizens, both at home and abroad, 
in both civilian and military contexts.  

The following sections describe the committee’s use of key terminology and outline what is 
within—and what is outside of—the committee’s Phase 1 task.  
 

Biotechnology and Synthetic Biology 
 
 Biotechnology is a broad term encompassing the application of biological components or 
processes to advance human purposes. Although the term itself is thought to have been in use for only 
about a century, humans have used various forms of biotechnology for millennia. Synthetic biology 
refers to a set of methods within biotechnology that emerged much more recently, since around the year 
2000. The two papers that are often referenced as establishing synthetic biology as its own field are by 
Elowitz and Leibler (2000) and Gardner et al. (2000). Although there remains no universally agreed-
upon definition of synthetic biology (with some defining it more narrowly and others more broadly), 
perhaps the simplest distillation is that synthetic biology “aims to improve the process of genetic 
engineering” (Voigt 2012). Although genetic engineering was occurring—and improving—prior to 
2000, that year marked a shift toward the adoption of approaches common to other engineering 
disciplines, but which had been previously given only modest attention in genetic engineering. These 
include the curation of standardized parts for building biological systems, the intensive use of models 
and other quantitative tools to simulate biological designs before building them, and the use of iterative 
Design-Build-Test (DBT) cycles to continuously improve these approaches. Key developments 
exemplifying these approaches include the establishment of standardized genetic parts registries, open-
source DNA assembly methods, and rationally designed genetic circuits (Elowitz and Leibler 2000; 
Gardner et al. 2000; Knight 2003; Parts.igem.org 2017). In the committee’s view, it is the adoption and 
global dissemination of these methods and tools to accelerate the engineering of living organisms that 
marked the transition to the age of synthetic biology. 
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Synthetic biology is enabled by tools and techniques from a variety of scientific disciplines from 
electrical engineering to computation to biology to chemistry. For example, the exponential 
improvements in DNA sequencing capabilities, initially developed to further our understanding of the 
human genome but soon applied to characterize many other organisms, have provided crucial raw 
material for synthetic biology and fueled innovation over the past decade. More recently, emerging 
genome editing tools such as CRISPR/Cas9 (Jinek et al. 2012; Cong et al. 2013) have been adopted for 
synthetic biology techniques such as the regulation of gene circuits and the development of gene drives 
(Esvelt et al. 2014). Scientific progress in domains relevant to synthetic biology has been remarkably 
rapid; CRISPR/Cas9, for example, was extended from mammalian cell culture (in the United States) to 
primates (in China) in a single year (Cong et al. 2013; Jinek et al. 2013; Mali et al. 2013; Niu et al. 
2014). Instead of drawing sharp distinctions between advances in biotechnology and advances in 
synthetic biology, the committee believes it is reasonable to assume that the synthetic biology toolkit 
will continue to advance and be integrated into all biotechnology and biological research activities.  
 

Synthetic Biology in the Context of Biodefense 
 

In its Phase 1 activities, the committee was tasked with developing a tool or process for assessing 
the biodefense threat in the age of synthetic biology. While the committee avoided rigidly defining 
synthetic biology, its deliberations were guided by the biodefense-relevant aspects of synthetic biology 
as outlined in the study’s Statement of Task, namely “the manipulation of biological functions, systems, 
or microorganisms resulting in the production of a disease-causing agent or toxin.” Modifying a 
pathogen to facilitate its rapid spread through a population, manipulating a biological system to produce 
a potent toxin, introducing antibiotic resistance into an infectious microorganism, or purposely 
weakening a person’s immune system are just a few examples of the potential types of malicious uses of 
synthetic biology the committee considered under this guidance.  
 There are other conceivable uses of synthetic biology that, while arguably important to national 
security, are outside the scope of this study. The study focuses on activities that could directly threaten 
human health or the capacity of military personnel to execute their missions. The committee did not 
address the potential ways in which plants, animals, and the pathogens that affect them could be 
modified for malicious purposes, for example, to undermine agricultural productivity, although the 
economic and societal impact of such an attack could be substantial. The committee also did not address 
the modification of organisms to affect the environment or materials, except insofar as such efforts 
would directly impact warfighters by, for example, degrading their protective gear. Nonetheless, the 
technologies that might be used to threaten agricultural, environmental, or material targets, and the 
capabilities associated with those technologies, are likely comparable or even identical to the 
technologies and capabilities included in the committee’s framework; as a result, the framework may be 
useful for a broader array of contexts than those addressed in this study. 

It was also out of the committee’s purview to weigh the benefits on balance with the risks of 
synthetic biology advancements. The committee acknowledges the tremendous value of synthetic 
biology to a number of societal goals but made no attempt to compare the size or nature of those benefits 
with the potential risks. It is not the intent of the committee or study sponsor to in any way imply that 
research efforts that use synthetic biology approaches should be curtailed.  
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Terminology 
 

The committee made deliberate decisions about the use of terminology to appropriately reflect 
the scope and nature of its work. The committee uses agent or bioagent broadly to refer to any product 
created using biological components that may be intended to cause harm. In the context of synthetic 
biology, an agent could be a pathogen, a toxin, or even a biological component, such as a genetic 
construct or a biochemical pathway that may be developed with the intent to harm a human target. 
Capability refers to the ability for an actor to produce and use an agent (or in some contexts, the ability 
for a target to mitigate adverse outcomes).  

Vulnerability refers to potentially malicious capabilities against which we are not currently well 
protected. The committee did not formally assess vulnerability in its Phase 1 activities but will do so in 
Phase 2. The committee uses degree of concern in reference to the intensity of the experts’ opinion 
regarding potential misuse. Threat and risk are terms with specific meanings in the context of defense 
and risk assessment that make them inappropriate for use in reference to the committee’s Phase 1 
activities. In the context of defense, threat encompasses both an actor’s capability and the actor’s intent. 
The committee was asked to examine capabilities but not the intent of actors, and did not have access to 
intelligence regarding what actors may be attempting to do, or who those actors are. As a result, the 
study does not provide a threat assessment per se, but rather offers a framework for considering the 
types of malicious actions that could conceivably be taken and assessing the degree of concern that 
might be warranted. The term risk refers to the likelihood and severity of harm. Again, because the 
intent of actors is not being considered, the likelihood of the harm cannot be fully estimated, so the term 
risk is not used in reference to the committee’s own framework at this stage.  
 

FRAMEWORK APPROACH 
 

The goal of developing a framework in Phase 1 of this study is to provide a basis for identifying 
and prioritizing potential areas of concern associated with synthetic biology. In its Phase 2 activities, the 
committee will use the framework, presented in Figure 1, in three main ways: (1) to analyze specific 
applications of synthetic biology, (2) to identify current areas of concern created by synthetic biology, 
and (3) to identify future potential areas of concern created by synthetic biology. After the committee’s 
Phase 2 report is published, others may use the framework in all of these ways and, in addition, may find 
the framework useful for assessing the significance of new biotechnology developments that occur in the 
future. 

 
Approach to Developing the Framework 

 
The committee drew from a substantial amount of existing work related to the question of how to 

assess security concerns, and this framework is intended to build upon that work, not replace it. A 
number of frameworks have been developed to assess concerns associated with emerging technologies 
(IOM/NRC 2006; Tucker 2012). In biology, these frameworks have typically been used to assess 
concern based on the features and capabilities of the biotechnology itself, specifically the capabilities the 
technology may provide to an actor who would wish to pursue a particular malicious use. In addition, 
some existing frameworks are designed to facilitate consideration of the severity of potential adverse 
outcomes and the ability to approach them through tools for detection, mitigation, or attribution. 
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FIGURE 1 Committee’s Proposed Framework. Committee’s proposed framework with factors to consider 
presented as columns. Synthetic biology technologies and applications to consider are presented as rows. Shading 
shows which phases of the Design-Test-Build cycle the synthetic biology technologies align with most closely. 

 
Additional work has focused on assessing concern associated with particular types of experimentation; 
some elements of these frameworks can also be applicable to a broader set of concerns about 
technologies with potential beneficial and harmful uses. In the realm of security, scenario-based 
frameworks are commonly used to assess concerns and consider potential mitigation options. However, 
the committee determined that open-ended “red-teaming” approaches are not as helpful for an analysis 
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of concerns related to synthetic biology for three reasons: (1) there is a lack of real-life examples to 
provide an adequate evidence base, (2) it is possible to imagine an almost limitless number of potential 
malevolent uses for synthetic biology, and (3) it is difficult to draw generalized and actionable 
conclusions solely from scenario-based analyses.  

The committee met with representatives of the U.S. Department of Defense in a public session to 
clarify the committee’s understanding of the Statement of Task. Recognizing the committee members’ 
high level of expertise in synthetic biology and related areas, the study sponsor emphasized that what 
was needed from the committee was a tool or process that could be used to determine how much 
concern any identified use of synthetic biology could pose, the time frame in which the potential use 
could become feasible given the expected rate of technological advancement, and information about 
potential mitigation options. In developing the framework, the committee understood “concern” to 
capture the degree to which the committee believes a hypothetical use of synthetic biology could 
realistically be achievable and lead to a negative impact for which the U.S. Department of Defense may 
want to prepare. Furthermore, because biotechnology changes so rapidly, the committee determined that 
it would be ideal for the framework to be developed in a way that allows it to be applied to assess 
technologies that emerge in the future and allows it to be updated as science and technology advance.  

Figure 2 outlines the DBT concept and categories of synthetic biology technologies and 
applications (rows) that the committee deemed important to consider given its charge. In its Phase 1 
deliberations, the committee participated in a consensus process to develop and refine the framework. In 
its Phase 2 deliberations, the committee will expand on this work by using the framework to conduct an 
analysis of the technologies and applications identified in its Phase 1 report, as well as any additional 
potential applications identified through feedback on the Phase 1 report. This second phase will include 
an analysis of the specific factors (columns) and refinement of the questions identified in the framework 
rows, as well as an assessment of the current level of concern for each factor, the timeframes to be 
considered, and consideration of uncertainty.  
 

Uses and Limitations of the Framework 
 
 The committee designed its framework as a tool to aid the consideration of concerns related to 
biotechnology and synthetic biology. It is intended to be flexible enough to be applied in a variety of 
circumstances and for a variety of purposes, such as: analyzing existing biotechnologies to evaluate the 
level of concern warranted at present; understanding how various technologies or capabilities compare 
to, interact with, or complement each other in terms of their level of concern; identifying key bottlenecks 
and barriers that, if removed, could lead to a change in the level of concern; evaluating the change in the 
level of concern warranted when new experimental results are reported or new technologies arise; and 
horizon scanning to predict or prepare for potential future areas of concern. In these ways, the 
framework can be used to facilitate both reactive analysis (related to developments that have already 
occurred) and proactive analysis (related to predicting future developments).  
 While the framework can serve many purposes, it also has some important limitations. As noted 
previously, assessing information on actors’ intent is outside of the scope of this committee’s activities. 
As such, factors related to assessing intent or intelligence insight into capability are not included in the 
committee’s framework. Threat assessment requires consideration of both an actor’s capability and the 
actor’s intent; therefore, to fully analyze the threats posed by synthetic biology, it will be important to 
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consider areas of concern or vulnerability in the context of information that can shed light on actor intent 
and capability, such as intelligence information.  
 Another limitation is that the framework, as currently described, outlines the parameters that 
should be considered when assessing areas of concern, but does not prescribe a specific methodology for 
drawing conclusions or a specific methodology for gathering information such as domain expertise. The 
committee’s final report will provide guidance on how the framework can be used to assess areas of 
concern, consider uncertainty, and prioritize mitigation options, but this demonstration will not 
encompass all possible methodologies that may be useful.  

It is also important to recognize that, although the framework is presented as a table, it is not 
intended to be used as a rigid “checklist” or algorithm, nor does it include all possible questions or 
factors that may be relevant. Indeed, the committee recognizes there are inherent risks and limitations to 
over-institutionalizing efforts to capture concern. Rather, the committee developed the table as a means 
to help conceptualize the issues that need to be considered, and in particular to encourage those who 
may use the framework in the future to consider factors related to categories including the use of 
technology, attributes of actors, and the capability to recognize an attack. Some specific factors within 
those categories may not apply to a given technology or application, and therefore, it may not be 
necessary to analyze each row-column intersection (cell) in detail. In addition, it would be inappropriate 
to consider individual cells in isolation or to assign equal weight to all cells. Rather, it should be 
expected that the considerations for one factor or technology will often be related to or dependent on 
other factors or other technologies, and the relative weights afforded to these considerations are likely to 
vary. It is therefore critical to consider all factors when using the framework to assess concerns, 
particularly when attempting to compare or rank vulnerabilities. 
 

Parameters to Consider 
 
 Although the specific methodologies used in conjunction with the framework may vary, the 
committee offers some general parameters that can guide the types of information to be considered. In 
describing the rows and columns within the framework, the committee provides some initial thoughts on 
questions to help guide assessments of specific technologies or applications, and will in its Phase 2 
report provide broader guidance to aid an overarching assessment of vulnerabilities. To help frame and 
unify this guidance, the committee describes these various parameters in the context of timeframes, 
uncertainty, scale, and weighting.  
 
Timeframe and Uncertainty  
 

As the committee works with the framework and develops its findings for the Phase 2 report, the 
timeframes under consideration will be today, what can be expected five years from now, and what 
might be expected in more than five years. For each technology area, the committee will endeavor to 
describe its sense of the technology’s viability and trajectory. In addition, the committee will attempt to 
anticipate how intersections and synergies among different technologies may evolve over time to open 
up new possibilities. Lastly, the committee will also consider the nature of the changes and how they 
may impact the answers to questions about each factor; for example, what changes might impact the 
usability of the technology? In short, to the degree possible, the committee will provide a sense of how 
the assessment of various row-column intersections may be expected to change over time. By attempting 
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to assess hypothetical developments that may happen at some point in the future, the committee will 
operate in a realm of considerable uncertainty. This uncertainty is likely to increase as the committee 
projects further into the future. While the committee will attempt to capture its degree of certainty, it is 
well established that there are limitations to experts’ ability to accurately describe their degree of 
confidence. If there are areas that are determined to be particularly critical to informing decision making 
that also have a high degree of uncertainty, analysis beyond the committee’s evaluation may need to be 
conducted to reduce the level of uncertainty for those factors.  
 
Scale and Weighting 
 

In its second phase of work, the committee plans to use the framework to elucidate where the 
greatest concerns lie. The committee expects to begin by assigning a level of concern, such as high, 
medium, or low, to indicate the relative level of concern with regard to a given factor for a given 
technology area. The committee expects that much of its assessment will rely on primarily qualitative 
elements, although it is possible that the use of the framework could be expanded in the future to include 
more quantitative elements than is feasible for this study. Once the relative level of concern has been 
identified for pertinent row-column intersections, the levels of concern will be compared across the 
framework as a whole for a broader picture of overall concern in order to help inform the prioritization 
of agency efforts to address concerns.  

The factors identified in the framework, as well as questions listed for each factor, do not all 
have the same level of importance in determining the overall level of concern, and the importance of any 
given factor may differ depending on the application. In addition, there may be some 
interdependencies—“if-then” relationships in which a given technology or factor does not warrant a 
high level of concern unless another technology or factor is also present. In its Phase 2 report, the 
committee will use and refine the questions and factors to develop its assessment of concerns; it is 
expected that considerations for interpreting and appropriately weighting for each factor in the context 
of drawing overarching conclusions will emerge during this process.  
 

ROWS IN THE FRAMEWORK: TECHNOLOGIES AND APPLICATIONS TO ASSESS 
 

The committee was charged with creating a framework to guide an assessment of the potential 
security vulnerabilities related to advances in biology and biotechnology, with a particular emphasis on 
synthetic biology. To reflect the array of biotechnologies that might be considered as part of such an 
assessment, the committee found it useful to approach synthetic biology technologies and applications 
from the standpoint of their role in the DBT cycle (see Figure 2). The DBT cycle is fundamental to 
synthetic biology, and while the technologies used in each of the component phases may evolve over 
time or be replaced by new technologies, the fundamental concepts of the DBT cycle will stand. Thus, 
current technologies, as well as anticipated future developments, can be considered in terms of the ways 
in which they enable the DBT cycle. The committee uses the DBT cycle to frame selected synthetic 
biology technologies and to evaluate the ways in which those technologies may be applied. While 
engineering purists may argue that the appropriate cycle is Specify-Design-Build-Test-Learn-Scale or 
some similar variant, for the purposes of its framework the committee chose to focus on the core 
elements of the DBT, with additional steps implicitly included in these core elements. For example, 
Specify is incorporated into Design, Learn is incorporated in the analytical steps of Test, and Scale is 
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rolled into the overall consideration technologies and applications. Delivery, an important additional 
step to consider in the context of biodefense, is also an element of Design, for example, when 
considering cases in which biotechnology may be used to design systems for delivering a bioagent to a 
target. In its second phase, the committee will also consider how convergence between synthetic biology 
and advances in other fields, such as materials science and engineering, may affect potential malicious 
uses of synthetic biology.  
 

 
FIGURE 2 Design-Build-Test (DBT) cycle. The committee approached synthetic biology technologies and 
applications from the standpoint of their role in the DBT cycle, which is fundamental to synthetic biology. 
NOTE: LC/MS = liquid chromatography–mass spectrometry. 
SOURCE: Modified from Petzold et al. 2015.  
 
 

While the DBT framing is useful, its component phases are not strictly separate considerations. 
There are likely areas in which advances in synthetic biology capabilities relevant to biodefense would 
arise from synergies or convergence among technologies relevant to different phases. For example, it is 
important to consider potential synergies between Design technologies and Build technologies, because 
a malicious actor would need both Design and Build capabilities to carry out an attack. Similarly, 
synergies may arise if large-scale Test technologies are developed to match the enormous output of 
certain Build technologies, thus helping those Build technologies reach their full potential. It is also 
possible, even probable, that some technologies or approaches will have impacts across multiple phases 
of the DBT cycle; one such example may be directed evolution, where repeated passage in a model host 
or in cell cultures under stress permits nature to Design, Build, and Test new phenotypes. 

In its final report, the committee will present its analysis of the current and emerging synthetic 
biology technologies that enable each step of the DBT cycle, as well as their anticipated trajectories. In 
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this report, the committee sets the stage for that analysis by describing areas of biotechnology to 
consider, along with an indication of the phases with which each area is mostly closely tied (see Figure 
2). Numerous advances in the life sciences in the past 10 years have raised concern about possible 
misuse (JASON 2005, 2007, 2010; IOM/NRC 2006; Blue Ribbon Study Panel on Biodefense 2015; 
NASEM 2015, 2016; PCAST 2016). While the primary methodology for assessing biosecurity threats in 
the past has been to rank pathogens of concern, the committee decided not to use such an approach 
because the tools of synthetic biology can be used in a wide variety of ways and not all potential uses 
involve pathogens. Similarly, while the acquisition of certain traits has been proposed by the National 
Science Advisory Board for Biosecurity (NSABB 2015, 2016) as a trigger of concern about gain of 
function experiments, such a categorization would be too limiting in the context of synthetic biology. 
Instead, the committee chose to focus on areas in which advances in biotechnology may raise the 
potential for malicious acts that were less feasible before the age of synthetic biology. 

Through its deliberations the committee identified a variety of experimental and computational 
tools within the DBT paradigm that it considers enabling technologies, in the sense that they have 
accelerated the pace of discovery and development in synthetic biology. The committee also identified 
several subcategories of relevant technologies as well as specific potential applications to serve as 
representative examples. Many of these technologies can be used to pursue multiple ends and could thus 
raise theoretical concerns related to an array of potential malicious uses. Although these categories and 
examples are intentionally quite broad and somewhat arbitrary—and do not represent an exhaustive list 
of all technologies or all possible applications of synthetic biology—it is the committee’s goal that they 
will provide a useful intellectual foundation that can be adapted to assess new areas of concern as the 
biotechnology landscape continues to evolve.  

The rest of the report will walk through, first, the items for which concern will be assessed, that 
is, the “rows” in the framework, and then, the factors that the committee is offering as important 
considerations in determining level of concern, or the “columns” of the framework. For the “rows,” i.e., 
the technologies and applications being considered, as mentioned earlier these are intended to capture 
the main items that the committee is aware of at the time of writing, but as the science grows, this list 
will need to be updated and modified to stay relevant. These rows are also mapped to the DBT phases, 
as noted in the figure and further discussed in the text. 
 

Design 
 
 Technologies and applications most closely aligned with the Design phase of the DBT cycle are 
those that enable researchers to envision and plan the engineering of biological components. The 
committee takes a broad view of Design to include both design-enabling technologies and design 
objectives; as such, this grouping includes both synthetic biology technologies and examples of the 
types of applications they might enable.   
 
Automated Biological Design 
 

Engineering biological components can be a challenging proposition; organisms are complex, 
and scientific understanding of biology remains incomplete. Designers must consider the effects of a 
large array of potential variables, including DNA bases, codons, amino acids, genes and gene segments, 
regulatory elements, environmental context, empirical and theoretical design rules, and many other 
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elements. Automated biological design, known in the field as bio-design automation, lowers the barrier 
to designing genetic constructs by automating some decisions and processes that would otherwise 
require a very high level of expertise or a very long time to carry out. This automation is enabled by 
tools such as computer algorithms, software environments, and machine learning.  

Some automated design tools help researchers specify the desired function of the biological 
construct or how the parts in the construct will be organized. Other tools help to transform these 
specifications into collections of realizable DNA constructs; many software tools, for example, help 
manage and visualize synthetic DNA sequences as they are being designed. Computer software can 
greatly enhance the designer’s ability to predict a design’s function and performance, making it more 
feasible to engineer increasingly complex biological functions and potentially reducing the time and 
resources required to generate and test designs. Some predictive components of these tools are fairly 
straightforward, such as the virtual translation of a gene’s DNA sequence into the corresponding chain 
of amino acids. Other functions are more complex, such as the predicted cross interaction of 
transcription factors in a genetic circuit. There has been significant progress, for example, in the 
automated compilation of in vitro and in vivo transcription/translation-dependent genetic circuits 
starting from high level functional or performance specifications (Brophy and Voigt 2014). Software can 
also allow designers to create large libraries of combinatorial variants quickly and use machine learning 
to converge on optimal solutions. This allows for higher levels of design abstraction and the use of 
standards to exchange information globally between software frameworks.  
 In addition to aiding biological design, automation tools are used in other phases of the DBT 
cycle. For example, researchers can use automated assembly tools to plan how to physically create their 
designed constructs most efficiently, or to send designs created in silico directly to remote 
manufacturing facilities. These designs can be distributed across locations to massively parallelize the 
construction process. Once a construct is assembled, automated testing tools can be used to verify that it 
functions as designed. Taken together, a greater predictive capacity, automated assembly, and rapid 
testing can be expected to facilitate the engineering of increasingly difficult biological functions. Some 
example applications of automated biological design that are useful to consider in the context of 
biodefense include design of genes and proteins, and bioprospecting and pathway design. 
 
Design of Genes and Proteins 
 
 Automated design programs can create thousands of genetic design variants by combining 
libraries of genetic “parts” in various ways, an approach known as combinatorial library design. The 
developers of such programs typically build certain design rules into the algorithm to increase the 
chances that the designs created will be functional from a biological standpoint. Once the program is in 
use, the variants it creates can be used to generate new design rules via machine learning. Through this 
learning process the programs are able to refine subsequent designs; the process also could ultimately 
remove human designers from the design process, allowing DNA design, assembly, and verification 
equipment to explore large “genetic design spaces” automatically. The results of combinatorial library 
design programs can be stored and shared electronically in order for researchers to validate each other’s 
designs, merge multiple designs, or otherwise manipulate the outputs.  

Computer-aided design is also being applied to engineer protein structures, which are crucial to 
many biological processes. Examples of key protein functions being pursued include folding into a 
desired structure, binding to another protein or to a small molecule, and catalyzing a chemical reaction. 
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Researchers have already made significant progress toward the predictive design of protein structures 
and engineering existing peptides and proteins for new functionalities. Automated design tools could 
facilitate the pursuit of more complex protein engineering, such as designing a new protein or enzyme 
capable of functioning with a level of specificity similar to that of natural proteins.  
 
Bioprospecting and Pathway Design 
 

Software can also enable designers to search for existing enzymes or biochemical pathways that 
could be incorporated into genetic designs to produce chemicals of interest. This type of searching is 
known as in silico bioprospecting. Using this approach, researchers systematically screen a large body 
of DNA sequence data to identify genes or protein domains that encode enzymes capable of performing 
a desired chemical reaction. After identifying hundreds of candidate genes, researchers produce selected 
genes synthetically and test their functions in vitro or in vivo. Additional software tools can be used to 
engineer more complex biochemical pathways by helping the user visualize those pathways, including 
their connections to the larger metabolic network of the cell, and estimate how different factors affect 
the levels of the various compounds produced. In this way, simulation and modeling tools can help to 
identify where adjustments might be most impactful, such as by increasing the expression of one gene 
product or by deactivating or downregulating a gene involved in a competing pathway. 

 
Metabolic Engineering 
 

Metabolic engineering involves the manipulation of biochemical pathways within a cell to 
produce a desired chemical. The desired chemical may be new or one that the cell already makes, and it 
may be simple (e.g., ethanol) or more complex (e.g., polypeptide or polyketide antibiotics). Based on a 
detailed understanding of the network of biochemical reactions within the cell, researchers can identify 
the genes involved in crucial steps in the enzymatic pathways and then adjust them to improve yields. 
This process is rarely as simple as increasing the expression of all enzymes in the pathway, which can 
lead to over-consumption of cellular resources and harm the cell’s ability to grow and produce 
effectively. In addition, some intermediate chemical products of the pathway may be toxic to the cell, in 
which case it can be important to carefully regulate how rapidly such compounds are produced and 
consumed. Other pathways that compete with production of the final product may also need to be 
adjusted. Because biochemical pathways are often complex, engineering them frequently involves the 
use of sophisticated computer software. Metabolic engineering could potentially be used to produce 
toxins, narcotics, or other products relevant to biodefense. For example, yeast have already been 
engineered to produce opioids in minute quantities (Thodey et al. 2014). It is also conceivable that these 
techniques could be used to engineer organisms in the human microbiota to produce compounds that 
alter human health, perception, or behavior. 
 
Phenotype Engineering 
 

The phenotype of an organism can be affected by multiple genetic components. While there are 
some phenotypes for which it is possible to identify specific genes or circuits that would need to be 
added or altered in order to achieve a particular outcome, such as capability for horizontal transfer and 
transmissibility, in many other cases it is difficult to determine the multiple genetic components that 
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may impact phenotype. In the past, an organism’s phenotypes were manipulated largely by the 
accumulation of sequential mutations, which in many cases led to local rather than global optimizations 
of function. More recently, the explosion of sequence information and accompanying systems biology 
characterizations of multiple organisms have provided a cornucopia of possibilities for engineering 
phenotypes that involve much more complex networks of genetic components. In parallel, the rise of 
DNA construction and genome editing technologies could facilitate the construction of multiple variants 
that involve alterations to multiple genes across an organism. By applying high-throughput screening or 
selection to these variant libraries, it may be possible to isolate pathogens with dramatically modified 
phenotypes relevant to their potential weaponization, such as environmental stability, resistance to 
desiccation, and ability to be mass produced and dispersed. 
 
Horizontal Transfer and Transmissibility 
 

The spread and impacts of a given pathogen are closely tied to its ability to replicate and be 
transmitted to naïve hosts. Synthetic biology technologies could potentially be applied to make a 
pathogen’s genes more easily transmitted, such as by enabling or enhancing the horizontal transfer of 
genes (the movement of genes from one organism to another, as opposed to the vertical transfer of genes 
from parent to offspring). Genes, circuits, or episomes can already be engineered to be horizontally 
transferred by exploiting commonalities in replication and transformation machinery; for example, the 
introduction of invasin genes has been used to alter the host ranges of bacteria (Palumbo and Wang 
2006; Wollert et al. 2007). New research aims to combine multiple such techniques to create near-
universal horizontal transfer vectors with expanded functionality, which, if successful, could broaden the 
potential areas of concern (Fischbach and Voigt 2010; Yaung et al. 2014). Combinatorial methods that 
are available via library synthesis and either high-throughput screening or directed evolution may also 
potentially be used to alter or expand horizontal transfer and transmissibility. Past research has 
demonstrated that even low-throughput directed evolution of functions can be used to enhance airborne 
transmission of H5N1 influenza virus between mammals (Herfst et al. 2012; Imai et al. 2012). 
 
Xenobiology 
 

Xenobiology refers to the study or use of biological components not found naturally on Earth 
(Schmidt 2010). A simple example is the engineered incorporation of a new amino acid (one not 
typically found in living cells) into a cell’s proteins. Recent research has demonstrated that it is possible 
to engineer cells to employ a genetic code different from that shared by most life on Earth, or to 
incorporate non-natural DNA bases (beyond adenine, thymine, cytosine, and guanine) into a cell’s DNA 
(Chen et al. 2016; Feldman et al. 2017). Such approaches could potentially be used to block infection by 
viruses or prevent undesired horizontal transfer of gene function. Cells with alternative DNA bases, 
codons, amino acids, or genetic codes may also be able to evade detection based on standard methods 
such as polymerase chain reaction (PCR), DNA sequencing, or antibody-based assays.  
 
Human Modulation 
 

While past considerations of biodefense concerns have largely been focused on pathogens, 
synthetic biology raises new possibilities for modifying a person’s physiology or environment in ways 
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that may lead to dysfunction, disease, or increased susceptibility to disease. For example, altering the 
makeup or functions of the gut microbiome could either enhance a person’s health or cause dysfunction. 
Modulation of the immune system—the body’s defense against pathogens—is another hypothetical 
possibility worthy of consideration, as is epigenetic modification (changes in how cells read genes but 
not the DNA sequence itself). In short, there is now a large amount of information available about the 
human form that could potentially inform phenotype modulation in different ways. 
 

Build 
 

Technologies and applications most closely aligned with the Build phase of the DBT cycle are 
those that are used to physically create actual biological components. Synthetic biology is often pursued 
in an iterative fashion, blurring the lines among the Design, Build, and Test phases, and some 
technologies can play a role in multiple phases. Considered here are technological capabilities and 
advances related to both specified changes and to the construction of libraries for high-throughput 
screening or directed evolution.  

Factors that may impact the level of concern related to Build capabilities include cost, time, and 
ease of access for DNA construction; the complexity of libraries that can be generated for directed 
evolution; and the difficulties inherent in rendering the DNA “operable” (that is, the ability to create a 
synthetic DNA sequence that actually functions within a living system). 
 
DNA Construction 
 

DNA construction refers to technologies that can be used to produce a desired DNA molecule de 
novo. The general and overlapping terms DNA synthesis and DNA assembly are included in this 
category. Much of modern biotechnology depends on having DNA molecules of defined sequence; 
synthetic DNA has been used, for example, to advance understanding of the basic workings of the 
genetic code, to enable modern DNA sequencing, and to develop and enable common use of PCR. In 
addition, gene editing technologies such as zinc finger nucleases (ZFNs), TAL effector nucleases 
(TALENs), and CRISPR/Cas9 each depend on some amount of synthetic DNA. Decreasing costs and 
increased production scales have made it far more feasible to use synthetic DNA for a variety of 
purposes. Before DNA construction technologies became available, the only way to obtain a particular 
DNA segment of interest was to find it in an organism. Now, nearly any DNA—whether natural or 
designed—can be obtained by simply ordering the sequence to be synthesized from one of many 
commercial suppliers or by making it in a laboratory DNA synthesizer. While DNA is the most common 
product of DNA construction technologies, these technologies can also be used to create synthetic RNA 
molecules and chemical modifications to DNA or RNA. 

This access is tremendously enabling for the many beneficial uses of biotechnology, but also has 
ramifications for potential malicious use. For example, DNA construction could conceivably be 
leveraged to make toxins, enhance a pathogen, re-create a known pathogen, or even create an entirely 
new pathogen. Generally speaking, ready access to synthetic DNA allows designers to construct, test, 
and revise their designs more easily. Many DNA synthesis companies have agreed to screen orders in 
accordance with guidelines from the U.S. Department of Health and Human Services (HHS 2015), 
although limitations of these guidelines have been described (Carter and Friedman 2015).   
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Factors that may impact the level of concern related to DNA construction capabilities include 
cost, time, ease of access, and difficulty of rendering the DNA “operable” (that is, the ability to create a 
synthetic DNA sequence that actually functions within a living system). The size of a segment of 
synthetic DNA (a DNA “construct”) is typically described in base pairs for double-stranded DNA and 
nucleotides for single-stranded DNA. DNA constructs can range from a few nucleotides to several 
thousand base pairs to entire genomes. Generally speaking, longer DNA constructs are more difficult to 
produce (or assemble), and using them requires additional laboratory skills compared to shorter 
constructs. The following examples describe potential uses of DNA construction in ascending order of 
length and complexity.  
 
Oligonucleotides (Several to Hundreds of Nucleotides) 
 

In its most basic form, DNA construction produces oligonucleotides (oligos), single strands of 
user-defined sequence that can range in length from a few nucleotides to a few hundred. Oligos are 
building blocks used for constructing DNA. Oligos are extremely useful for a wide variety of research 
tasks that involve manipulating and analyzing DNA, including sequencing and PCR, as well as site-
directed mutagenesis and genome-scale gene editing (e.g., using Multiplexed Automated Genome 
Engineering, or MAGE; Gallagher et al. 2014). While oligos are typically too short to form the types of 
protein-encoding genes necessary to support more complex biological functions, they can be used to 
encode regulatory regions (such as promoters or enhancers), certain short polypeptide-based toxins, 
transfer RNA, and guide RNA molecules such as those employed for gene editing. 
 
Genes (Hundreds to Thousands of Base Pairs) 
 

Most genes range from a few hundred to a few thousand base pairs in length. Synthetic genes are 
available commercially as either cloned DNA (in which the product is verified as correct and pure, and 
typically delivered as part of a general circular plasmid DNA vector) or uncloned linear fragments of 
DNA (which typically contain some amount of undesired mutations). Potential uses for synthetic genes 
are at least as diverse as the range of genetic functions found in nature. Genes could be used for a wide 
variety of malicious purposes, for example, to enhance the pathogenicity of an organism or produce a 
toxin.  
 
Genetic Systems (Thousands to Hundreds of Thousands of Base Pairs) 
 

Genetic systems are groups of genes that work together to achieve a more complex function, but 
fall short of supporting an entire cell. For example, genetic systems could be used to encode a 
biosynthetic pathway or form engineered genetic circuits that combine operations such as sensing, 
computing, and actuation. Viral genomes can also be considered as genetic systems, and the genomes 
for several viruses have already been synthesized and used to produce fully infectious virions (Blight et 
al. 2000; Cello et al. 2002; Tumpey et al. 2005). Viral genomes can vary from thousands to hundreds of 
thousands of base pairs in length; large viral genomes (e.g., orthopox viruses) are currently more 
challenging to synthesize than small ones (e.g., polio). 
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Cellular Genomes (Millions of Base Pairs) 
 

DNA construction can also be used to assemble the genome for an entire single-celled organism. 
In 2010, researchers synthesized and assembled the DNA genome of the bacterium Mycoplasma 
mycoides and used that genome to produce a self-replicating cell (Gibson et al. 2010). This was a 
difficult, time-consuming, and costly process. At about one million base pairs, the synthetic genome was 
also one of the smallest known in the microbial world. Nevertheless, this feat demonstrated that it is 
possible to recreate a living, reproducing organism based on its genetic data. In this case, researchers 
“booted up” their synthetic genome by inserting it into the cell body of a closely related organism, 
leading to complete replacement of its natural genome with the synthetic one. It remains to be seen how 
generalizable this approach can be for larger microbial genomes and other types of cells. Other 
researchers are currently pursuing the construction of bacterial and yeast genomes ranging from 4 to 11 
megabase pairs in length; these efforts also use an existing close relative, replacing or “patching” the 
natural genome with large fragments of the synthetic genome (Richardson et al. 2017). A concern has 
been raised about the potential for whole genome construction to generate dangerous organisms that 
otherwise could not be obtained without attracting attention (or might not be obtainable at all), and the 
committee will consider this and other concerns in its final report. 
 
Editing of Genes or Genomes 
 

A variety of technologies allow the modification of specified bases or genes within a pathogen, 
vector, or host. Such technologies could potentially be utilized to imbue pathogens with new functions; 
for example, site-directed mutagenesis capabilities could allow the construction of viral variants with 
novel properties such as altered immunogenicity or species range. Examples include oligonucleotide-
meditated mutagenesis, recombination-mediated genetic engineering (“recombineering”) and related 
techniques (Murphy and Campellone 2003; Ejsmont et al. 2011), CRISPR/Cas9-based genome editing 
approaches, and MAGE. Most significantly, newer gene editing platforms such as CRISPR/Cas9 enable 
the ability to modify a wide range of organisms. Both the ease with which pathogens can be modified 
and the types of possible phenotypes that could arise from such modifications would be relevant to an 
assessment of vulnerabilities related to gene or genome editing. 

In the past, genome engineering was a painstaking process that required individual genes to be 
modified serially. Now, however, multiple genes can potentially be modified in parallel, and iteratively. 
For example, with MAGE, multiple synthetic oligos are created that differ from the existing host 
genome in at least one base pair. These synthetic oligos are then inserted into a population of cells, 
where they essentially overwrite the targeted portion of DNA in the cells. The resulting pool of cells can 
then be screened for desired attributes to identify the oligos associated with these outcomes. This 
process can create an extremely large set of targeted genetic variants within a population. Because not 
all sites become modified in each cellular genome, a MAGE experiment employing 20 different oligos 
(targeting 20 different DNA sites) could produce 220 or approximately 1 million combinations of 
modified and unmodified sites. MAGE has been used to optimize metabolic pathways, turn off sets of 
genes, tune gene activity up or down, and engineer a microbial genome with an altered genetic code.  

While the biochemical mechanisms MAGE relies on are common throughout both simple and 
complex organisms, MAGE has primarily been demonstrated in E. coli and the work required to adapt 
MAGE to a new species may prove cumbersome. In contrast, recombineering and CRISPR/Cas9-based 
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technologies may allow engineering in many new species, providing convenient paths to the further 
identification of altered phenotypes via either high-throughput screening or directed evolution of 
organisms with radically new phenotypes and genome-wide sequence changes.  
 
Library Construction 
 

One of the watershed differences that has been enabled by improvements in DNA construction is 
the ability to generate large libraries of variants. Such libraries can be sieved for improved phenotypes 
without knowing precisely what variants will arise. This contrasts with the more deliberate process of 
gene and genome engineering described in the section titled Editing of Genes or Genomes, but overlaps 
with it because an increased knowledge of how genotype relates to phenotype can guide library design 
and thereby improve the probability that a given phenotype will be achieved. As an analogy, new DNA 
construction techniques allow the construction of many more “darts,” and the knowledge inherent in 
genotype to phenotype relationships provides an increasingly larger “target” to throw those darts at. In 
particular, the ability to construct degenerate oligonucleotides in a wide variety of ways, including by 
codon mutagenesis or with nucleotides that are inherently mutagenic, provides a means to construct both 
large and relatively targeted libraries. 

Because DNA can span thousands or even millions of base pairs, designers typically prioritize 
which parts to vary based on analyses and educated guesses about which changes are most likely to 
yield the desired results. For example, a designer may use protein structure analysis and visualization 
software to identify specific parts of a protein that might affect the desired function, such as its 
enzymatic specificity, build proteins with random variation in those specific parts, and then test how 
each random variation affects enzymatic specificity. 

 
Booting of Engineered Constructs 
 

With some exceptions, synthesized DNA (or RNA) does not perform biological functions on its 
own. The process of inducing raw genetic material to perform biological functions is known as 
“booting,” a term borrowed from computer technology, where booting refers to the ability to execute 
functions on digital information by taking it out of storage and putting it into an active state. Booting a 
synthetic construct is most relevant to the Build and Test phases of the DBT cycle. In the context of 
biodefense, booting may also be important for a malicious actor’s ability to deliver a bioagent to a 
target.  

Booting in biological systems can take many forms. In the context of viruses, booting may be 
broadly considered to mean that viral nucleic acids are delivered to cells, where the viral nucleic acids 
are subsequently able to replicate. A few viruses have been booted by merely delivering their genetic 
material into host cells, while others require additional genetic components expressed separately in host 
cells in order to produce infectious viral particles. In the context of bacteria, researchers have 
successfully booted synthetic bacterial genomes by replacing part or all of the genetic contents of natural 
or synthesized cells with a partial or full synthetic genome. Booting a fully functioning, self-replicating 
bacterium is generally significantly more complex than booting a virus.  

Perhaps the simplest example of booting engineered constructs is through the use of episomes, 
pieces of genetic information that can autonomously replicate but cannot for the most part be readily 
transferred between cells. Plasmids (typically found in prokaryotes) and extrachromosomal linear arrays 
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of DNA (typically found in eukaryotes) are examples of episomes. Episomes are the most common 
vector synthetic biologists use to boot engineered constructs, and there are many available techniques to 
boot episomes. Although episomes in general are not as complex as full viral or bacterial genomes, they 
can be used to, for example, introduce a viral genome into a cell and then use the host cell’s 
transcription, translation, and replication machinery to boot the virus. It may even be possible to use a 
similar approach to boot a free-living organism. It is also possible for some episomes to spread through a 
microbial population and between individuals, albeit in general more slowly than a viral infection 
would. 
 

Test 
 

Testing is used to see whether a design or biological product created with synthetic biology tools 
has the desired properties. Tests are typically performed at many stages of a project; for example, a 
researcher might use computer models to determine if a design is likely to work, then perform tests to 
validate that the correct DNA construct has been synthesized, then boot the construct to verify that it is 
capable of performing the intended biological functions. Testing might involve the use of cell cultures, 
model organisms in laboratory conditions, organisms in the wild, or even potentially human populations.  

Test results can be used to further refine a design, and the DBT cycle begins again. In general, 
state-of-the-art synthetic biology efforts require a great deal of testing in order to yield organisms with 
the desired properties, making Test both a crucial step and a substantial bottleneck in the DBT cycle. It 
is matter of debate whether malicious actors could skip the Test phase and still successfully carry out a 
biological attack. While a test can be applied to a single variant, in the modern era of synthetic biology 
the capabilities exist to carry out multiple tests in parallel (high-throughput screening) or to have 
organisms “test” themselves (directed evolution). 
 
High-Throughput Screening 
 

Having generated (and transformed or “booted”) large libraries, modern automation provides the 
means to screen thousands to billions of individual variants of an organism for function or phenotype. 
High-throughput testing in cell cultures is a type of screening test commonly used in synthetic biology. 
Such tests can be used to answer more specific questions (e.g., did this precise genomic change yield the 
desired phenotypic alteration?) or more exploratory questions (e.g., did any of these 100,000 
combinatorial variants in one viral protein yield the desired phenotypic alteration?). Technologies for 
cheaper and faster screening are in high demand across the biological and biomedical communities, in 
particular for “-omics” approaches that are agnostic to the type of organism being tested, such as DNA 
sequencing, transcriptomics, metabolomics, and proteomics.  

Screening-based tests are performed serially, evaluating different designs or biological products 
one at a time. Using multiplexing and automation, researchers have developed high-throughput, 
screening-based tests capable of screening tens to thousands of prototypes. On the other hand, selection-
based tests (described in the section titled Directed Evolution) are more difficult to design than 
screening-based tests, but allow much higher throughput. 
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Directed Evolution  
 

In nature, the process of evolution selects the best performers from a genetic pool that includes 
some degree of random variation. Researchers can use a similar process to create prototype biological 
components representing multiple competing variations and then select among them for the phenotypes 
that best match the desired outcomes. Prototypes can vary based on smaller changes—different DNA 
bases, codons, or amino acids, for example—or based on larger-scale differences such as the 
configuration of multiple genes within a genetic circuit. Like automated biological design, directed 
evolution is a synthetic biology technique that spans all three phases of the DBT cycle. By building and 
evolving constructs with random variations, researchers use directed evolution to refine new designs 
through an iterative approach. However, the primary difference between high-throughput screening and 
directed evolution is that in directed evolution individual organisms compete for the ability to replicate; 
for example, genomic variations could be introduced into a modified pathogen, and the entire library 
selected for the ability to grow in an antibiotic, with only one or a few variants ultimately emerging as 
successful. Similarly, selection by natural or directed evolution is an especially interesting method by 
which threats can be “tested,” in that the dictates of evolution (mutation and selection) require both 
synthesis and selection in parallel. In this regard, directed evolution can be used to evaluate millions of 
prototype biological components in parallel. These tests can allow a researcher to sidestep the need for 
predictive design by creating libraries of millions or more variants and then selecting or screening them 
to find those few that have a desired set of properties. For example, a researcher could randomly alter 
residues within specific genes or across an entire genome and then select for a desired phenotype, such 
as growth, tropism, or lysis. Importantly, the selection can be carried out directly in a host organism, 
thus allowing for the selection of host-related phenotypes, such as infectivity (ability to move from an 
infected to an uninfected host) or pathogenicity (necrosis within particular tissues). The most promising 
variants that emerge can be refined further through additional iterations of rational design or selection, 
following the DBT cycle. Many of the same methods used for library construction and high-throughput 
screening can also be used for directed evolution, and these different approaches can combined. For 
example, a researcher could conduct a high-throughput screen of variants created by a CRISPR/Cas9 
library, MAGE, or DNA shuffling (a technique whereby a set of related genes or genomes is broken 
down into smaller pieces that are re-assembled). The variants selected by the screen could then be 
selected for growth on a novel substrate, potentially identifying both a gene and an organism whose 
sequence was not fully included in any of the original precursor genes.  

 
COLUMNS IN THE FRAMEWORK: FACTORS FOR ASSESSING CONCERN 

 
This final section of the report describes the factors that have been identified by the committee as 

important considerations to include when making the determination of how much concern is associated 
with a particular technology or application of synthetic biology from the expert perspective. The 
description of each the seven factors is followed by subcategories and questions that could be asked by 
an analyst who was using the framework to assess level of concern. As shown in Box 3, there are two 
larger categories of factors related to concern—Factors to Assess Capability for Malicious Use and 
Factors to Assess Capability for Mitigation. Each has several subcomponents, as noted in Box 3 and as 
described below in each respective section. 
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BOX 3: Columns in the Framework: Factors for Assessing Concern 
 
Factors to Assess Capability for Malicious Use  
 Use of Technology  
 Use as a Weapon  
 Attributes of Actors 

 
Factors to Assess Capability for Mitigation 
 Deterrence and Prevention Capabilities 
 Capability to Recognize an Attack 
 Attribution Capabilities 
 Consequence Management Capabilities 

 
Factors to Assess Capability for Malicious Use 

 
 The ability for a given technology or application to be appropriated for malicious use is 
influenced by a variety of factors. Some of these abilities are driven by factors related to the capabilities, 
availability, and use of the technologies involved. Others stem from the ability for the technology or 
application to be turned into a weapon and cause harm. A third group of factors relates to the attributes 
of the actors who might potentially be involved in perpetrating an attack. 
 
Use of Technology 
 

Biotechnology is a fast-moving field. At any point in time, different technologies will be 
associated with different capabilities, potential applications, costs, and relationships to other 
technologies. The availability and accessibility of a given technology can also change over time and may 
be different for different types of users. When analyzing factors related to the use of technology for a 
given intended application, it is useful to consider questions related to ease of use, rate of development, 
barriers to use, synergy with other technologies, and cost. Each of these areas is discussed in detail 
below. Ideally, the questions listed under each subcomponent below should be considered in terms of 
both the current situation and expected future developments.  
 
Ease of Use 
 

If a technology is easier to use, it is more likely to be used. This section serves to guide the 
analysis of technologies in terms of how easy they are to use for a given application. The sections on 
actor expertise and access to resources are related to this topic, but focus on how the actor’s capabilities 
affect ease of use.  

Some technologies are simple, while others require extensive experience; in addition, the use of a 
given technology may be easier for some applications than for others. Advances in technology have 
made applications such as creating single nucleotide polymorphisms (SNPs) and adding genes simpler 
in recent years. Applications that employ combinatorial approaches often involve complex work at large 
scales—as well as a high degree of unpredictability—thus putting them at the more difficult end of the 
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spectrum. The availability of detailed information about a specific gene or pathway of interest also 
affects how easy or hard it is to use available technologies to manipulate that gene or pathway.  

Although not all questions will apply in every case, the following questions can help guide an 
assessment of the ease of use for a given technology and a particular use under consideration: 
 

 How long is the oligo/gene/cassette/genome involved? 
 If an entire genome is being created, how easy is it to assemble? 
 For an entire genome, how easy is it to “boot”?   
 What is the scale and complexity of modification or synthesis involved? For example, is the 

target a virus, bacteria, fungi, or a larger organism, and how does this affect the ease of use? 
 Can the desired construct be ordered commercially, or would regulatory oversight (e.g., 

Select Agent rules) or construct length make this unlikely? 
 Are reagent kits available to make the process easier? 
 Are genomic design tools and relevant “parts” databases available to help achieve desired 

goals? 
 How reliable is the available genomic sequence information? 
 How reliable is the available genotype-to-phenotype information and how does this affect the 

ease of use for the intended purpose? 
 Is there a recipe or standard operating procedure available for the intended use, and if so, has 

it been demonstrated to work previously? 
 Is specialized equipment required, and if so, is it readily available for purchase or via 

contract? 
 What level of specialized knowledge, hands-on training, and tacit knowledge is required? 
 Are suitable test conditions (e.g., cell cultures, model organisms) available?  

 
Rate of Development 
 

The rate of a technology’s development is relevant to assessing the degree of concern that may 
be warranted at different points in time. Technologies that are developing rapidly are generally of more 
concern than those that are still predicted by experts to be far off in the future. All technologies follow 
some form of development curve over time. When considering the rate of development of a technology, 
it is important to consider the typical development pattern and what that pattern might suggest about the 
technology’s trajectory, as well as the potential for substantial change over a short period of time 
(discussed under Barriers to Use). Novel technologies are typically characterized by rapid improvements 
in accuracy and throughput as their developers try to establish new markets or compete in existing ones. 
If they survive and gain market acceptance, they enter into a phase of planned growth, with 
improvements spaced out to allow prior versions to fully amortize their development costs before 
planned obsolescence. Technologies that have filled a unique market niche may well survive for a long 
time with only minor improvements in scale or reductions in cost (for example, PCR), while other 
technologies lose their prominence after being displaced by other innovations (for example, next-
generation sequencing is expected to replace pulse-field gel technology for molecular typing of 
foodborne bacteria; CDC 2016). Technologies that are in common use are likely to be more accessible 
and therefore more vulnerable to misuse; nonetheless, outdated technologies may still be exploited for 
harm. 
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 Technologies for de novo synthesis of ever larger DNA constructs and technologies for editing 
genes and genomes are currently evolving rapidly. For example, the de novo synthesis of all 
chromosomes from one strain of yeast is expected to be completed soon. The engineering of plants to 
produce raw or finished chemical products is another area that is maturing rapidly. Assessing the degree 
to which the rate of development affects the level of concern warranted for a given use of technology 
should include consideration of both the pace of the technology’s evolution and the speed with which it 
is being adopted. Relevant questions may include 
 

 Are significant improvements to the technology being published on at least an annual basis? 
 What aspects are improving? (Examples of aspects to consider include total processing time, 

cost, laboratory space footprint, level of automation, accuracy, throughput, user interface, 
and output reporting.) 

 What types of uses are driving commercial development and market adoption? 
 Is there competition spurring the rate of the technology’s development, or does one company 

have a monopoly? 
 Are there multiple different markets for the technology, spurring technological development 

and innovation, or is it tightly focused on one specific market? 
 Is there an open source user community helping to drive the technology forward by sharing 

new developments? 
 
Barriers to Use 
 

It is also important to consider the presence of significant bottlenecks and barriers, which can 
lower the likelihood that a technology will be used. For example, key gaps in one aspect of the DBT 
cycle, such as design knowledge, can significantly limit the potential for malicious use of a given 
technology and consequently lower the level of concern related to Build capabilities for that technology. 
Identifying bottlenecks and barriers can also provide insight into potential rapid changes in the rate of 
development that may be expected in the future, once those barriers or bottlenecks are overcome. This is 
an especially important consideration in areas of synthetic biology with strong drivers (e.g., beneficial 
uses attracting significant research) that are pushing the barriers and bottlenecks to be broken. Major 
technological leaps have the potential to change synthetic biology quickly and open up new possibilities; 
for example, Gibson Assembly (Gibson et al. 2009) led to a sea change in the capability to compile 
genetic fragments.  

The following questions can be used to assess barriers and the degree to which they may impact 
the application of a technology for a given malicious purpose: 
 

 Are there critical bottlenecks that, once overcome, will significantly improve ease of use 
(e.g., CRISPR/Cas9 for gene editing, photolithography for oligo synthesis)? 

 What barriers may hinder wider market adoption and penetration of the technology involved, 
and how might these be overcome? 

 Would significant improvements in Build capabilities (e.g., capacity for increased construct 
length or reduced cost of synthesis) be accompanied by corresponding improvements in 
capabilities for Design and Testing relevant to the intended application, or would those 
aspects remain as barriers?  
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 Are there gaps in fundamental knowledge about pathways and genotype-to-phenotype 
relationships that may hamper the use of genomic design tools for the intended use? 

 
Synergy with Other Technologies 
 

The capabilities of a given technology can be substantially enhanced by synergies with other 
technologies. For example, CRISPR/Cas9 can be used alone to make a specific modification to a 
targeted gene. But when CRISPR/Cas9 is coupled with emerging technologies for single-cell 
sequencing, it is possible to create random libraries of CRISPR/Cas9 guide RNAs, apply them in 
parallel to single cells, subject the cells to environmental pressures, and use single-cell next-generation 
sequencing to identify the “winners”—a far more complex proposition than could be achieved with 
CRISPR/Cas9 alone.   
 In the field of computing, Moore’s Law is the business model (Flamm 2004 for National 
Research Council) that describes the semiconductor technology evolution that has brought ever-greater 
computing power and data storage at ever-lower costs. At the same time, the evolution of networking 
technology has converged with computing to make computing ever more ubiquitous, powerful, and 
inexpensive, thanks in part to a concerted effort to identify and overcome bottlenecks and barriers in 
both computing and networking. Synthetic biology and sequencing technology may well show a similar 
convergence in the coming years, in which advances in annotation and predictable sequence-structure-
function relationships lead to the ability to reliably design increasingly complex biological systems. 

Such developments would have implications for both beneficial and malicious uses of synthetic 
biology technology. In determining the level of concern warranted for any given technology, it is useful 
to include consideration of other technologies that may develop in parallel and create opportunities for 
new types of applications in the future. It is also useful to consider how a breakthrough in one aspect of 
the DBT cycle might synergize with capabilities in the other aspects; for example, limitations in design 
knowledge may hinder the full exploitation of certain Build or Test technologies, but if that limitation is 
overcome, the newly available tools may combine with existing capabilities to enable applications that 
were not previously achievable.  

 
Cost 
 
 Technologies that cost more to acquire or use will affect who is able to use them. The importance 
of cost as a barrier to use varies depending on the budget of the actor involved: An extremely wealthy 
lone wolf may have a larger budget for bioterrorism than many poor groups or even some hostile nation-
states, for example. The following questions can provide insights on the expected cost of acquiring and 
using a given technology: 
 

 What are the equipment costs, and how quickly are equipment costs decreasing?  
 Are cheaper versions of technology becoming available and are they robust enough to raise 

concerns? 
 Can reagents be acquired from multiple vendors, or is there a secondary market (e.g., eBay) 

where the equipment can be acquired at a lower cost?  
 What are the material or reagent costs? 
 What is the shelf life of the required reagents? 
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 What are the labor costs? Is specialized training required, and if so, what are the costs 
involved in that training? 

 What are the maintenance or service costs and how frequently is maintenance or service 
needed? 

 What facility costs are associated with the technology (e.g., special plumbing, cooling, air 
flow, filtration, vibration isolation)?  

 What is the biosafety risk to the actor, and what costs might be the actor incur to protect the 
safety of those using the technology?  

 What would it cost to conceal the use of the technology from authorities (or other nations)? 
 
Use as a Weapon  
 

The central question of this study revolves around the degree to which synthetic biology can be 
used to cause harm—that is, used as a weapon. When analyzing the capability for a given technology to 
be used as a weapon, it is useful to consider questions related to: production and delivery, the expected 
scope of casualty for a given use of technology, and the predictability of the intended results. Ideally, 
these questions should be considered in terms of both the current situation and expected future 
developments.  

 
Production and Delivery 
 

There are two types of questions to consider with regard to the production and delivery of 
weapons created with synthetic biology. The first builds upon a large body of existing work related to 
the classical understanding of the use of pathogens to create weapons of mass destruction. Previous 
frameworks for understanding threats related to bioweapons outline a series of key steps involved in 
creating a bioweapon and using it in an attack. These steps include bioagent production, stabilization, 
testing, and delivery (van Courtland Moon 2006), and might include specific processes like growing 
large amounts of an agent, milling it into a powder form, making the agent stable enough to be sprayed 
in a crop duster or withstand other means of mass dispersal, and testing its effectiveness in animal 
studies. These steps were considered significant barriers to the production of bioweapons in the Cold 
War era, in effect limiting bioweapons capabilities to a few well-resourced nation-states. In assessing the 
biodefense concerns posed by biotechnology, it is important to consider: (1) whether synthetic biology 
could lower the barriers related to bioagent production, stabilization, testing, and delivery, or (2) 
whether advances in biotechnology areas other than synthetic biology may impact the threats posed by 
synthetic biology. For example, it may be important to consider how advances in technologies such as 
bioreactors (a type of biotechnology that is not exclusive to synthetic biology) may change the nature of 
the production facilities required to produce harmful agents using synthetic biology. 

The second type of question is whether synthetic biology makes unnecessary any of these 
classical steps to weaponization and thus eliminates barriers previously associated with that step. For 
example, synthetic biology could potentially be used to enhance existing pathogens or create new ones, 
but it also raises the possibility of types of attacks in which the “weapon” involved is not a pathogen per 
se, but a genetic construct, toxin, or other entity. Deploying such alternative bioagents might not require 
the same type of large scale production or purity of pathogens required for some traditional bioweapons. 
In addition, synthetic biology also could raise concerns about smaller types of attacks that do not require 
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mass dispersal, which could change the equation with regard to the need for stabilization. All of these 
factors could potentially reduce or eliminate barriers that previously were thought to hinder the use of 
bioweapons.  

The following types of questions can be used to assess the impact of synthetic biology on the 
production, stabilization, and delivery of weaponized biological agents for a variety of potential 
malicious uses. Testing is addressed under Predictability of Result. 
 

 Could synthetic biology (or its use in combination with other biotechnology advances) be 
used to enhance replication or growth characteristics of an agent in order to support scale-up? 

 Could synthetic biology (or its use in combination with other biotechnology advances) help 
to scale up production of the agent without its losing infectivity or other key features? 

 Could synthetic biology be used to make an agent “hardier” in the varied environments it 
may encounter during storage and delivery (e.g., could it survive the adverse conditions that 
might be expected in the context of dispersal)?  

 Could synthetic biology be used to stabilize the agent or facilitate dispersal and survival?  
 How might an agent made with a synthetic biology technology be delivered to those targeted 

(e.g., mass dispersal, contamination of food or water, a needle stick), and how might this 
delivery mechanism affect requirements for production, stabilization, or testing?  

 Could synthetic biology (or its use in combination with other biotechnology advances) 
facilitate novel or enhanced forms of delivery? 

 Is large scale production of the agent needed to have an impact?  
 Could synthetic biology help to reduce the organizational footprint, expertise, or equipment 

required for production? 
 
Scope of Casualty  
 

The scope of casualty made possible by a given technology or application gives a sense of the 
scale of the potential threat it poses. The committee identified three dimensions on which to evaluate 
severity. The first is the classical “degree of disability”—the number of people adversely affected, the 
duration of the effect, and the level of disability caused, ranging from mild to fatal. The second 
dimension is the psychological impact on individuals who may or may not be physically affected; this 
effect can persist after an attack has subsided (Radosavljević and Jakovljević 2007). A third dimension 
is the degree to which the functioning of the targeted group, organization, or nation is affected by the 
attack’s medical and psychological dimensions, by the contamination or loss of infrastructure, or by the 
diversion of staff time and effort toward mitigation or response.  

The following questions, developed with consideration of factors described in the World Health 
Organization’s R&D Blueprint for Action to Prevent Epidemics (WHO 2016), can help to describe the 
potential scope of casualty when considering the potential impacts of an attack using a given technology 
or application. Additional factors that are related to the target’s capacity to respond to an attack and limit 
the scope of casualty are discussed under Consequence Management Capabilities. 
 

 How many individuals could be targeted for harm using this technology (ranging from a 
single assassination to thousands of people, or more)?  
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 Is the agent highly transmissible, thus allowing it to spread beyond those affected by the 
initial attack?  

 Would an attack using this technology be expected to be lethal or incapacitating? 
 Could an attack using this technology have psychological effects or affect the functioning of 

the targeted group? For example, could it incite fear, create panic, and/or allow the takeover 
of a particular region or infrastructure?  

 What might the duration of the impact be? 
 In what environment(s) might the agent be used?  
 Could the agent become established in domestic animals or agricultural livestock (e.g., 

plague in cats) or wildlife, causing longer-term effects on humans and requiring difficult and 
costly eradication? 

 
Predictability of Result 
 

Predictability of result describes the degree to which a malicious actor could be confident that 
the intended result will be achieved when using a given technology to develop a weapon. While some 
technologies, applications, and types of attack may require extensive testing in order to ensure the 
intended impact, there may be a lower barrier to success if, for example, the bioagent would only need 
to be produced one time to have the desired outcome, the attacker has the opportunity to deliver the 
agent multiple times, or the attacker can create many versions of the agent to maximize the likelihood of 
success. To assess the predictability of results for the malicious use of synthetic biology, it is useful to 
consider factors related to testing, fidelity, and phenotype predictability.  
 
Testing: A large scale, long-term, and highly resourced bioweapons operation could likely be expected 
to perform testing prior to deployment to ensure that the scaled-up bioagent behaves as intended and that 
the delivery or dissemination method is functional. This process would typically involve testing in 
animal models to ensure illness or lethality, as well as field testing in specific environments to ensure the 
agent survives well enough to persist and infect targets. In the context of synthetic biology, it is useful to 
consider the degree to which testing would be necessary for a given use, and how this testing might be 
carried out.  
 
Fidelity: The fidelity of the technology is also an important consideration. For example, do the same 
procedural steps reproducibly yield the same result, or are the outcomes of a particular technology or 
method more variable? Newer technologies, or those whose outcomes are more variable, may require an 
attacker to undertake more research and development before the technology could be reliably 
weaponized. On the other hand, some well-resourced would-be attackers may be willing to take a 
chance on using a newer or less reliable technology even if it is not “plug-and-play.”  
 
Phenotype predictability: A related question is whether the genotype of a bioagent could be predictably 
engineered to yield the desired phenotypes. For example, are there known engineering strategies or pre-
existing research that outline methods to predictably produce the desired result? Or, can the properties of 
a bioagent be modeled with computational tools? The ability to predictably design, model, or construct 
an agent could reduce the need for testing. Agents with predictable genotype-phenotype relationships 
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may also require fewer resources to deploy, since it may not be necessary to test multiple genotypes to 
obtain the desired phenotype. 

The following questions can help to describe the predictability of result for a given technology or 
application: 
 

 Does the agent need to be tested extensively to confirm that it is efficacious?  
 Is there a relevant animal model for the agent? How predictable is that model for human 

infection by the same agent? 
 What is the fidelity of the technology? How reproducibly can a particular result be obtained?  
 Are there known engineering strategies or pre-existing research outlining methods to 

predictably produce the desired result? Can the properties of a bioagent be modeled with 
computational tools? 

 Is there knowledge regarding the evolutionary stability of an engineered pathogen or 
pathway? For example, is it likely a synthetic construct will mutate to increase or decrease 
functionality or activity? Or, can slow-evolving pathogens be generated in order to avoid 
attenuation? 

 
Attributes of Actors 
 

Any discussion of the concerns related to the potential malicious use of a specific biotechnology 
needs to include consideration of the person or people who would be involved in perpetrating an attack, 
here referred to as “actors.” Actors may range from a single individual to a dedicated team to a 
government body. They may be amateurs, biotechnology experts, engineers, or have some other type of 
relevant expertise. The complexity, cost, or other barriers to exploiting a technology (see Use of 
Technology) will have varying levels of importance depending on the capabilities of the actors. For 
example, while it may be impractical (or would take an extremely long time) for an individual actor to 
gain the necessary capabilities and knowledge to use a given technology to cause harm, a dedicated team 
might have the diversity of expertise necessary to enact a plot using the same technology much more 
quickly.  

When analyzing how the attributes of actors affect the level of concern about a given technology 
or malicious use, it is useful to consider questions related to the expertise an actor would need to possess 
to effect a given attack, the ability for an actor to access required resources, and the organizational 
footprint and infrastructure that would be required. This section describes the actor-related questions to 
consider in assessing the level of concern warranted for a given technology or application. Ideally, these 
questions would be considered in terms of both the current situation and expected future developments. 
 
Access to Expertise 
 

Some types or applications of biotechnology require a great deal of expertise in one or more 
areas, while other uses may require less expertise. The degree to which expertise requirements represent 
a barrier to malicious use of a technology depends on the expertise possessed (or obtainable) by a 
malicious actor. It is important to assess the gap between the types of expertise required and the types of 
expertise actors might be expected to have access to. In some cases, exploiting synthetic biology for 
harm may require an actor to interact with the conventional research community to acquire goods, 

A Proposed Framework for Identifying Potential Biodefense Vulnerabilities Posed by Synthetic Biology: Interim Report

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/24832


 

 
30 

PREPUBLICATION COPY: UNCORRECTED PROOFS 
 
 

services, or expertise. The following questions, which also relate to ease of use (addressed in the section 
titled Ease of Use, p. 22) and organizational footprint (addressed directly below), are useful in 
considering how the potential for malicious use of a particular biotechnology might vary depending on 
the actor’s ability to acquire the needed expertise: 
 

 How common and widespread is the technical expertise needed to exploit this technology 
and could expertise in another, related area suffice?  

 Would expertise in more than one area be required to exploit the technology and would the 
range of technological expertise likely require a group of people to provide the expertise?  

 Would the exploitation of this biotechnology require or be enhanced by interaction with the 
legitimate research community or could the exploitation be performed autonomously?  

 
Access to Resources 
 

The particular resources needed to effect a given malicious use of synthetic biology depend on 
many factors. Resource requirements can include money, time, laboratory equipment and other 
infrastructure, reagents and other raw ingredients, personnel and expertise, and other types of resources. 
Similarly to the considerations relevant to actor expertise (discussed in the sections titled Attributes of 
Actors and Access to Expertise), it is useful to assess the gap between the types of resources required for 
a given malicious use and the types of resources actors might be expected to have access to.  

There are multiple ways for an actor to obtain resources. For example, if an actor requires the use 
of an expensive DNA synthesizer but lacks sufficient funds to purchase a new instrument via 
conventional channels (or fears an outright purchase would lead to discovery), the actor may consider 
purchasing a used synthesizer, obtaining legitimate or covert access to equipment at a company or 
university, coercing an innocent person with legitimate access to perform the work (via bribing, 
subversion, blackmail, or threats of harm), or resorting to outright theft. A wealthy lone wolf could be 
better funded than a group sponsored by a poor nation-state. Conversely, a poor but resourceful actor 
might find ways to access even highly sophisticated technologies, for example, by enrolling in a 
graduate degree program, getting a job in a biotech company, or taking advantage of relevant service 
providers or brokers of services. Assessing access to resources is not always a straightforward 
proposition, but it is nonetheless an important consideration when evaluating vulnerabilities.  
 
Organizational Footprint Requirements 
 

Some malicious uses of synthetic biology might be achievable by an individual working with 
basic supplies and a rudimentary laboratory, while other types of attacks might require a larger 
organization, more personnel, or more extensive infrastructure. Considering the organizational footprint 
that would be required to effect a given type of attack can shed light on the relative importance of other 
actor attributes, such as access to resources. Organizational footprint also impacts considerations related 
to mitigation capabilities (discussed in the sections titled Capability to Recognize an Attack and 
Attribution Capabilities), such as the ability to identify suspicious activity and prevent an attack, or the 
ability to attribute an attack to the actor responsible. For example, activities requiring a limited amount 
of equipment may be able to be pursued by actors with less access to resources and may be conducted in 
a clandestine laboratory, making detection or attribution more difficult. Malicious uses requiring a large 
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organizational footprint, on the other hand, might require an actor to have access to more funding or 
access to legitimate infrastructure (such as by being embedded within a university laboratory), perhaps 
increasing the likelihood of detection or attribution. 

Useful questions to consider include the following:  
 

 What is the organizational footprint (e.g., equipment and other laboratory infrastructure, 
personnel) needed to utilize the technology? 

 Is the infrastructure required to use this technology widespread or rare?  
 Could existing organizations or infrastructure be leveraged to use this technology (e.g., dual 

use of legitimate biotechnology infrastructure) or would the work require a secret facility 
with a particular set of infrastructure requirements?  

 If additional infrastructure would be required for malicious use, would it require an 
incremental increase in capacity, or major additions?  

 
Factors to Assess Capability for Mitigation 

 
 The impact of an attack depends both on the actor’s capability to deploy a weapon and the 
target’s capability to prevent, detect, respond to, or withstand the attack. To comprehensively assess 
vulnerabilities, it is important to consider mitigating factors that may diminish the likelihood that the 
technology will be effectively used to cause harm, or reduce the damage caused. This section identifies 
factors that affect the ability to prevent an attack, recognize when an attack has occurred, trace an attack 
to the responsible actor, and manage the consequences of the attack to care for those affected and limit 
the spread of the agent.  
 
Deterrence and Prevention Capabilities 
 
 Various factors can affect the likelihood that a malicious actor will decide to pursue an attack 
and then successfully carry it out. One factor that can contribute to deterrence is the availability of 
countermeasures that limit the amount of harm an attack would cause. For example, the fact that the 
United States has smallpox vaccine stockpiled—and would thus have a ready countermeasure against an 
attack using smallpox—is thought to deter malicious actors from perpetrating attacks using smallpox.  
One factor that can contribute to prevention is the establishment of regulatory and statutory safeguards 
that limit the ability to access particular pathogens or technologies and use them for harm. For example, 
by limiting access to certain pathogens, Select Agent rules are intended to help prevent those pathogens 
from falling into the hands of malicious actors who might seek to use them as a weapon. In addition, 
activities such as intelligence gathering can contribute to deterrence and prevention by increasing the 
capacity to identify suspicious activities and intervene before an attack takes place, or to catch and 
punish an actor after an attack has occurred, as discussed under Capability to Recognize an Attack and 
Attribution Capabilities.  
 The following questions can guide an assessment of the degree to which the malicious use of a 
given technology or application could be deterred or prevented: 
 

 Can the use of the technology be controlled or prevented through regulation or other means? 
 Is the technology geographically centralized, or widely distributed?  

A Proposed Framework for Identifying Potential Biodefense Vulnerabilities Posed by Synthetic Biology: Interim Report

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/24832


 

 
32 

PREPUBLICATION COPY: UNCORRECTED PROOFS 
 
 

 
Capability to Recognize an Attack 
 

While some actors may intend for their attack to be immediately known (e.g., in order to cause 
terror), others may seek to affect the target surreptitiously (e.g., in order to debilitate or distract). In 
either case, it can be expected that most adversaries would seek to conceal their activities while they are 
planning and preparing to carry out an attack. Intelligence gathering allows authorities to recognize and 
respond to activities that may indicate an actor is preparing for a biological attack. Some intelligence 
gathering efforts focus on actors, such as monitoring individuals or groups who have a known intention 
to carry out an attack and/or those with access to equipment or expertise necessary to develop a 
bioweapon. Other efforts focus on identifying suspicious activities, such as the procurement of supplies 
that could be used in a biological attack. Because biotechnology is used for so many beneficial 
applications, it can be challenging to identify activities, specialized equipment, or other signatures that 
distinguish suspicious activity from benign activity. Each technology may present different challenges 
and opportunities in this respect, and the fact that synthetic biology offers multiple technological paths 
to reach the same end only compounds the challenge.  

Once an attack has occurred, recognizing the emergence of an unusual cluster of disease is the 
first crucial step toward launching an effective response. Being able to differentiate between a natural 
disease outbreak and purposeful use of a bioagent is vital to preventing subsequent attacks and finding 
the perpetrators. This knowledge also can inform how medical personnel, public health organizations, 
and law enforcement or military authorities act to contain the scope of the damage. Public health 
programs and disease surveillance systems such as those under the purview of the U.S. Centers for 
Disease Control and Prevention are designed to facilitate the rapid identification and characterization of 
emerging health threats.  

It is important to consider how synthetic biology might affect the ability to identify suspicious 
activity, recognize when an attack has occurred, and identify who has been targeted. The following 
questions can guide an assessment of how a given technology or application might change the landscape 
of options for surveillance and detection:  
 

 To what degree can beneficial and malicious use of this technology be distinguished? 
 Are there particular activities or equipment associated with this technology that may indicate 

when it is being used to prepare for an attack?  
 Could the technology be used to engineer an agent that evades typical disease surveillance 

methodologies (e.g., to cause an unusual constellation of symptoms)?  
 Could the technology be used to engineer an agent that evades typical identification and 

characterization methodologies (e.g., to create an agent that lacks the phenotypes or DNA 
sequence used for laboratory identification)?  

 Would it be possible to assess whether the agent was created synthetically, as opposed to 
emerging naturally?  

 Could the technology enable targeting of particular subpopulations, and if so, could this 
targeting be detected with available disease surveillance mechanisms? 

 Could environmental surveillance (e.g., direct sensing via BioWatch or similar approaches 
[DHS 2017], animal sentinels, sensing without direct contact [standoff detection]) provide 
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earlier warning of a bioweapon attack than waiting for ill individuals to present in the public 
health system? 

 Can mining social media in real-time provide indications of when and where an attack or 
outbreak using this technology might take place, compared to traditional public health 
surveillance mechanisms? 

 
Attribution Capabilities 
 

The ability to attribute an attack to the actors responsible is crucial because it allows the 
prosecution and punishment of those involved, and because it helps to prevent those actors from 
carrying out subsequent attacks. Attacks that use synthetic biology approaches could conceivably be 
traced using three main categories of evidence: DNA sequencing, genomic properties, and physical 
properties.  

DNA sequencing—the easiest case—could be used to prove that a sample found in a suspect’s 
lab has genomic material that exactly matches the strain used in an attack. Genomic properties might 
allow attribution for cases in which the attacker has removed all traces of the engineered material from 
the production site. For example, if the engineering technique utilized left a “scar” that is seen in the 
genome of the attack strain, analysis of that scar might indicate the class of vector or other component 
that was used in the engineering. The physical properties of evidence could also provide clues to trace 
the source of an attack. For example, biological material recovered from an attack site could be 
compared with material recovered from a suspect or a laboratory using tools such as mass spectrometry, 
other proteomic technologies, or visual analysis with electron microscopy or atomic force microscopy.  

The following questions can guide an assessment of the attribution opportunities for a given 
biotechnology: 
 

 How feasible would it be to use DNA sequencing to compare samples of the agent with 
samples from recovered evidence?  

 Would the technique used to construct or modify the agent leave a genomic “scar” that could 
potentially be used as evidence? 

 Would it be possible to identify a design “signature” linking the use of this technology with a 
given group or laboratory?  

 Would the use of this technology be associated with certain physical properties that could be 
used to compare samples of the agent with samples from recovered evidence? 

 
Consequence Management Capabilities 
 

Protocols and procedures for responding to public health emergencies and bioterrorism attacks 
exist in both the civilian and military arenas (CDC 2001, 2017). These procedures often involve, for 
example, epidemiological methods of identifying victims, agents, and modes of transmission, as well as 
activities such as the development and use of vaccines, drugs, and antitoxins to save lives. Other 
relevant capabilities include emergency response capacity, availability of supportive health care 
facilities, and effective procedures for isolation and quarantine. It is important to understand how 
advances in synthetic biology could change our ability to mitigate the negative impact of an attack.  
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The following questions can help elucidate whether a given use of synthetic biology could be 
contained with typical public health measures focused on identifying and controlling the spread of 
disease: 
 

 Will existing civilian and military public health infrastructure and mitigation approaches to 
minimize morbidity and mortality be effective against an attack using this technology?  

 Are there currently effective medical countermeasures available for an attack using this 
technology, or would it be possible to quickly develop vaccines, drugs, or antitoxins to 
mitigate the spread and impact of the agent over the longer term?  

 Would the effectiveness of those mitigation approaches rely on knowing how an agent was 
created?  

 Would it be possible to understand the genotype, phenotype, or chemical composition of the 
agent, to inform how its effect can be mitigated?  

 
CONCLUSION 

 
Advancements in biotechnology in the 21st century, facilitated by approaches under the rubric of 

synthetic biology, have the potential to complicate the landscape of possible uses of biological agents to 
cause harm. In this Phase 1 part of its study, the Committee on Strategies for Identifying and Addressing 
Biodefense Vulnerabilities Posed by Synthetic Biology assembled a proposed framework that can be 
used to determine potential concerns posed by these advancements and to inform the identification of 
vulnerabilities and potential options for mitigation. The framework describes a series of technologies 
and applications, together with a series of factors for assessing the levels of concern that each of those 
technologies and applications presents in terms of capabilities for malicious use, as well as factors for 
assessing capability for mitigation. 
 In its final report, the committee will use this framework, revising it as needed, as a tool to 
provide the U.S. Department of Defense with an assessment of the concerns presented by synthetic 
biology technologies and applications, as well as the possibilities for mitigation, by considering the 
factors presented here and developing informed answers to questions such as those posed in this interim 
report.  
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